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Data Sheet

Cisco ASA 5500 Series Adaptive Security Appliances

Cisco ® ASA 5500 Series adaptive security appliances are p  urpose-built solutions that combine best-of-breed s ecurity

and VPN services with the innovative Cisco Adaptive Identification and Mitigation (AIM) architecture. Designed as a
core component of the Cisco Self-Defending Network, the Cisco ASA 5500 Series provides proactive threa  t defense
that stops attacks before they spread through the n etwork, controls network activity and application t raffic, and
delivers flexible VPN connectivity. The result is a powerful multifunction network security appliance family that
provides the security breadth and depth for protect ing home office, branch office, small and medium-si zed business,
and enterprise networks while reducing the overall deployment and operations costs and complexities as sociated

with providing this new level of security.

The Cisco ASA 5500 Series delivers a powerful coration of multiple market-proven technologies isirgle platform, making it
operationally and economically feasible for orgatians to deploy comprehensive security servicesdre locations. The multifunction
security profile of the Cisco ASA 5500 Series aity eliminates the difficult—and risky—decision ofiking trade-offs between robust
security protection and the operational costs aattwith multiple devices in numerous locatiofise comprehensive portfolio of
services within the Cisco ASA 5500 Series enahlssotnization for location-specific needs througlotad product editions for small to
medium-sized businesses and for enterprises. Huisens enable superior protection by providing tight services for the right
location. Each edition combines a focused set s€@CASA 5500 Series services (such as firewalletPghd SSL VPN, IPS, and anti-X
services) to meet the needs of specific environsneithin the enterprise network. By ensuring theusigy needs of each location are met,
the overall network security posture is raised.

Figure 1. Cisco ASA 5500 Series Adaptive Security Appliances

The Cisco ASA 5500 Series helps businesses mazetieffly and efficiently protect their networks ehdelivering exceptional
investment protection through the following keyraénts:

e Market-proven security and VPN capabilities—Full-featured, high-performance firewall, intrusiprevention (IPS), anti-X, and
IP Security/Secure Sockets Layer (IPSec/SSL) VRNrelogies deliver robust application security,rused application-based
access control, worm and virus mitigation, malwaietection, content filtering, and remote user/s@anectivity.

o Extensible Adaptive | dentification and Mitigation services ar chitecture—Built on a modular services processing and policy
framework, the Cisco ASA 5500 Series AIM architeetanables the application of specific securitpetwork services on a per-
traffic-flow basis, delivering highly granular poji controls and anti X protection with streamlirteaffic processing. The
efficiencies of the AIM architecture, together witte software and hardware extensibility availableser-installable Cisco ASA
5500 Series security services modules (SSMs), enhblevolution of existing services and the dapkeyt of new services
without requiring a platform replacement or perfarroe compromise. As the foundation of the Cisco ASB0 Series, the AIM
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architecture enables highly customizable secunficigs and unprecedented services extensibilityelp protect against fast-
evolving threats.

¢ Reduced deployment and oper ations costs—The multifunction Cisco ASA 5500 Series allows fidatform, configuration, and
management standardization, helping to decreaseo#ite of deployment and ongoing operations.

INTRODUCING THE CISCO ASA 5500 SERIES

The Cisco ASA 5500 Series includes the Cisco ASB555510, 5520, 5540, and 5550 adaptive securfiliaapges—purpose-built, high-
performance security solutions that take advantd@zisco Systenfsexpertise in developing industry-leading, awardsimg security

and VPN solutions. The series integrates the l&tesinologies from Cisco PG00 Series security appliances, Cisco IPS 420i@Ser
sensors, and Cisco VPN 3000 Series concentratgrsombining these technologies, the Cisco ASA 556fles delivers an unmatched,
best-of-breed solution that stops the broadesteranthreats and provides businesses with flexd#eure connectivity options. As a core
component of Cisco Adaptive Threat Defense andiethiBecure Access strategies, the Cisco ASA 55€i@sSerings together a wide
range of security and VPN technologies to providie application security, anti-X defenses, netwoosktainment and control, and secure
connectivity.

The extensible Cisco AIM services architecture nadflexible multiprocessor design of the Cisco ASB00 Series enable the adaptive
security appliances to provide unprecedented peefoce for multiple concurrent security serviceslevdelivering exceptional
investment protection. The Cisco ASA 5500 Serieapiide Security Appliance combines multiple highfpemance processors that work
in concert to deliver advanced firewall servic€S Iservices, anti-X/content security services, tRdel SSL VPN services, and more.
Businesses can add other high-performance seaarityces by installing Cisco ASA 5500 Series ségservices modules—such as the
Advanced Inspection and Prevention Security Sesvidedule (AIP SSM) for intrusion prevention serngag the Cisco ASA 5500 Series
Content Security and Control Security Services MeqG@SC SSM) for advanced anti-X services. Thisifile design makes the Cisco
ASA 5500 Series uniquely capable of adapting to tieeats, protecting against the fast-evolvingahemvironment, and providing
exceptional investment protection through its userogrammable hardware to “future-proof” the piauh for years to come. The
combination of these high-performance, market-pnes@curity and VPN capabilities, along with integtaGigabit Ethernet connectivity
and a diskless, flash based architecture, mak€ige® ASA 5500 Series an ideal choice for busiressguiring a best-in-class security
solution with high performance, flexibility, relidity, and investment protection.

All Cisco ASA 5500 Series appliances include maxim&Sec VPN users on the base system; SSL VPhResded and purchased
separately. By converging IPSec and SSL VPN seswigth comprehensive threat defense technolodiesCtsco ASA 5500 Series
provides highly customizable network access taildcemeet the requirements of diverse deploymevit@mments while providing a fully
secured VPN with complete endpoint and network}legeurity.

CISCO ASA 5505 ADAPTIVE SECURITY APPLIANCE

The Cisco ASA 5505 Adaptive Security Appliance isext-generation, full-featured security appliafaresmall business, branch office,
and enterprise teleworker environments that deitégh-performance firewall, IPSec and SSL VPN, acdll networking services in a
modular, “plug-and-play” appliance. Using the irreegd Web-based Cisco Adaptive Security Device Manahe Cisco ASA 5505 can
be rapidly deployed and easily managed, enablisgnbases to minimize operations costs. The Cisod 2805 features a flexible 8-port
10/100 Fast Ethernet switch, whose ports can bardigally grouped to create up to three separateN&for home, business, and
Internet traffic for improved network segmentataomd security. The Cisco ASA 5505 provides two Posver Ethernet (PoE) ports,
enabling simplified deployment of Cisco IP phonéthwero-touch secure voice over IP (VoIP) captibgi and deployment of external
wireless access points for extended network mgbilihe Cisco ASA 5505 also provides significantaxgability and investment
protection through its modular design, similartte test of the Cisco ASA 5500 Series, offering attrexternal expansion slot and
multiple USB ports that enable the addition of g in the future.
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As business needs grow, customers can install ari8ePlus upgrade license, enabling the Cisco ASA85 Adaptive Security Appliance
to scale to support a higher connection capacityaahigher number of IPSec VPN users, add full Dddgport, and integrate into
switched network environments through VLAN trunkisigpport. Furthermore, this upgrade license maxdsiusiness continuity by
enabling support for redundant ISP connectionsstatgtless Active/Standby high-availability servicHsis combination of market-
leading security and VPN services, advanced neingreatures, flexible remote management capatslitand future extensibility makes
the Cisco ASA 5505 an excellent choice for busieessquiring a best-of-class small business, braffide, or enterprise teleworker
security solution.

Table 1 lists features of the Cisco ASA 5505.

Table 1. Cisco ASA 5505 Adaptive Security Appliance Platform Capabilities and Capacities

Feature Description

Firewall throughput Up to 150 Mbps

VPN throughput Up to 100 Mbps

Concurrent sessions 10,000/25,000*

IPSec VPN peers 10; 25*

SSL VPN peer license levels** 10 or 25

Interfaces 8-port Fast Ethernet switch with dynamic port grouping (including 2 PoE ports)
Virtual interfaces (VLANS) 3 with restricted DMZ; 3 with full DMZ*

High availability Not supported; stateless Active/Standby and dual ISP support*

*Upgrade available with Cisco ASA 5505 Security Plus license
**Separately licensed feature; includes two with the base system

CISCO ASA 5510 ADAPTIVE SECURITY APPLIANCE

The Cisco ASA 5510 Adaptive Security Appliance deis advanced security and networking servicesrfall and medium-sized
businesses and enterprise remote/branch officas @asy-to-deploy, cost-effective appliance. Tiseseices can be easily managed and
monitored by the integrated, Web-based Cisco Adag@iecurity Device Manager application, thus redgithe overall deployment and
operations costs associated with providing this héyel of security. The Cisco ASA 5510 Adaptive@éty Appliance provides high-
performance firewall and VPN services, three iraégpt 10/100 Fast Ethernet interfaces. It optiorfaibvides high-performance intrusion
prevention and worm mitigation services throughAlfe SSM, or comprehensive malware protection ses/through the CSC SSM.
This unique combination of services on a singlé¢f@tan makes the Cisco ASA 5510 an excellent chocédusinesses requiring a cost-
effective, extensible, DMZ-enabled security solntio

As business needs grow, customers can install ari8ePlus upgrade license, enabling the Cisco ASAQ0 Adaptive Security Appliance
to scale to a higher interface density and integirab switched network environments through VLANgort. Furthermore, this upgrade
license maximizes business continuity by enabliogw&/Active and Active/Standby high-availabilitgrsices. Using the optional security
context capabilities of the Cisco ASA 5510 AdaptBecurity Appliance, businesses can deploy ups/ovirtual firewalls within an
appliance to enable compartmentalized control ofisgy policies on a departmental level. This \aitmation strengthens security and
reduces overall management and support costs adrigolidating multiple security devices into a $nappliance.
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Table 2 lists features of the Cisco ASA 5510.

Table 2. Cisco ASA 5510 Adaptive Security Appliance Platform Capabilities and Capacities

Feature Description
Firewall throughput Up to 300 Mbps
Concurrent threat mitigation throughput (firewall + IPS services) ® Up to 150 Mbps with AIP-SSM-10
® Up to 300 Mbps with AIP-SSM-20
VPN throughput Up to 170 Mbps
Concurrent sessions 50,000/130,000*
IPSec VPN peers 250
SSL VPN peer license levels** 10, 25, 50, 100, or 250
Security contexts Up to 5***
Interfaces 3 Fast Ethernet + 1 management port; 5 Fast Ethernet ports*
Virtual interfaces (VLANS) 10; 25*
High availability Not supported; Active/Active, Active/Standby*

*Upgrade available with Cisco ASA 5510 Security Plus license
**Separately licensed feature; includes two with the base system
***Separately licensed feature; includes two with the Cisco ASA 5510 Security Plus license

CISCO ASA 5520 ADAPTIVE SECURITY APPLIANCE

The Cisco ASA 5520 Adaptive Security Appliance deig security services with Active/Active high dahility and Gigabit Ethernet
connectivity for medium-sized enterprise networks imodular, high-performance appliance. With f@igabit Ethernet interfaces and
support for up to 100 VLANS, businesses can edasiploy the Cisco ASA 5520 into multiple zones wittheir network. The Cisco ASA
5520 Adaptive Security Appliance scales with busses as their network security requirements greliveting solid investment
protection.

Businesses can extend their IPSec and SSL VPN ibapasupport a larger number of mobile workeesmote sites, and business
partners. Businesses can scale up to 750 SSL VBN pa each Cisco ASA 5520 by installing an SSL \UPNrade license; 750 IPSec
VPN peers are supported on the base platform. Vd@isaty and resiliency can also be increased hgdaddvantage of the Cisco ASA
5520's integrated VPN clustering and load-balancagabilities. The Cisco ASA 5520 supports up t@afifliances in a cluster,
supporting a maximum of 7500 SSL VPN peers or 15@Ec VPN peers per cluster. The advanced applicédyer security and anti-X
defenses provided by the Cisco ASA 5520 can bendetk by deploying the high-performance intrusiogvpntion and worm mitigation
capabilities of the AIP SSM, or the comprehensiadware protection of the CSC SSM. Using the optieeaurity context capabilities of
the Cisco ASA 5520 Adaptive Security Appliance,ibasses can deploy up to 20 virtual firewalls withih appliance to enable
compartmentalized control of security policies atepartmental level. This virtualization strengtheecurity and reduces overall
management and support costs while consolidatingptausecurity devices into a single appliance.

Table 3 lists features of the Cisco ASA 5520.

Table 3. Cisco ASA 5520 Adaptive Security Appliance Platform Capabilities and Capacities

Feature Description

Firewall throughput Up to 450 Mbps

Concurrent threat mitigation throughput (firewall + IPS services) ® Up to 225 Mbps with AIP-SSM-10
® Up to 375 Mbps with AIP-SSM-20

VPN throughput Up to 225 Mbps

Concurrent sessions 280,000
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IPSec VPN peers 750

SSL VPN peer license levels* 10, 25, 50, 100, 250, 500, or 750

Security contexts Up to 20*

Interfaces 4 Gigabit Ethernet ports and 1 Fast Ethernet port
Virtual interfaces (VLANS) 100

Scalability VPN clustering and load balancing

High availability Active/Active, Active/Standby

*Separately licensed feature; includes two with base system

CISCO ASA 5540 ADAPTIVE SECURITY APPLIANCE

The Cisco ASA 5540 Adaptive Security Appliance deig high-performance, high-density security sewiwith Active/Active high
availability and Gigabit Ethernet connectivity foedium-sized and large enterprise and service-geovietworks, in a reliable, modular
appliance. With four Gigabit Ethernet interfaced anpport for up to 100 VLANS, businesses can liseCisco ASA 5540 to segment
their network into numerous zones for improved sgcurhe Cisco ASA 5540 Adaptive Security Appli@nscales with businesses as
their network security requirements grow, delivgrexceptional investment protection and servicatabdity. The advanced network and
application-layer security services and anti-X deés provided by the Cisco ASA 5540 Adaptive Secéppliance can be extended by
deploying the AIP SSM for high-performance intrusfarevention and worm mitigation.

Businesses can scale their IPSec and SSL VPN tapasupport a larger number of mobile workersyate sites, and business partners.
Businesses can scale up to 2500 SSL VPN peerschnGisco ASA 5540 by installing an SSL VPN upgréidense; 5000 IPSec VPN
peers are supported on the base platform. VPN itg@an resiliency can also be increased by takiigantage of the Cisco ASA 5540's
integrated VPN clustering and load-balancing cdjiesi. The Cisco ASA 5540 supports up to 10 appés in a cluster, supporting a
maximum of 25,000 SSL VPN peers or 50,000 IPSec YB&ts per cluster. Using the optional securityexrcapabilities of the Cisco
ASA 5540 Adaptive Security Appliance, businessesdeploy up to 50 virtual firewalls within an appice to enable compartmentalized
control of security policies on a per departmenpen-customer basis, and deliver reduced overalag@ment and support costs.

Table 4 lists features of the Cisco ASA 5540.

Table 4. Cisco ASA 5540 Adaptive Security Appliance Platform Capabilities and Capacities

Feature Description

Firewall throughput Up to 650 Mbps

Concurrent threat mitigation throughput (firewall + IPS services) Up to 450 Mbps with AIP-SSM-20

VPN throughput Up to 325 Mbps

Concurrent sessions 400,000

IPSec VPN peers 5000

SSL VPN peer license levels* 10, 25, 50, 100, 250, 500, 750, 1000, and 2500
Security contexts Up to 50*

Interfaces 4 Gigabit Ethernet ports and 1 Fast Ethernet port
Virtual interfaces (VLANS) 200

Scalability VPN clustering and load balancing

High availability Active/Active, Active/Standby

*Separately licensed feature; includes two with base system
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CISCO ASA 5550 ADAPTIVE SECURITY APPLIANCE

The Cisco ASA 5550 Adaptive Security Appliance deis gigabit-class security services with Activee high availability and fiber
and Gigabit Ethernet connectivity for large entexpand service-provider networks in a reliableadk-unit form-factor. Using its eight
Gigabit Ethernet interfaces, four Small Form-Fa&hrggable (SFP) fiber interfaces*, and supporufoto 200 VLANS, businesses can
segment their network into numerous high-perforrearanes for improved security.

The Cisco ASA 5550 Adaptive Security Appliance esakith businesses as their network security reqénts grow, delivering
exceptional investment protection and servicesabddly. Businesses can scale their IPSec and SBN ¥apacity to support a larger
number of mobile workers, remote sites, and busipastners. Businesses can scale up to 5000 SSLpéBIs on each Cisco ASA 5550
by installing an SSL VPN upgrade license; 5000 tP@BN peers are supported on the base platform. &didcity and resiliency can
also be increased by taking advantage of the Gi§#5550'’s integrated VPN clustering and load beliag capabilities. The Cisco ASA
5550 supports up to 10 appliances in a clustepating a maximum of 50,000 SSL VPN peers or 50,JB0&ec VPN peers per cluster.
Using the optional security context capabilitieshaf Cisco ASA 5550 Adaptive Security Appliancesibesses can deploy up to 50
virtual firewalls within an appliance to enable qmartmentalized control of security policies on a-g@epartment or per-customer basis,
and deliver reduced overall management and suppsts.

* Note: The system provides a total of 12 Gigabit Ethepumets, of which only 8 can be in service at anyeti Businesses can choose
between copper or fiber connectivity, providingcitelity for data center, campus, or enterpriseeedgnnectivity.

Table 5 lists features of the Cisco ASA 5550.

Table 5. Cisco ASA 5550 Adaptive Security Appliance Platform Capabilities and Capacities

Feature Description

Firewall throughput Up to 1.2 Gbps

VPN throughput Up to 425 Mbps

Concurrent sessions 650,000

IPSec VPN peers 5000

SSL VPN peer license levels* 10, 25, 50, 100, 250, 500, 750, 1000, 2500, and 5000
Security contexts Up to 50*

Interfaces 8 Gigabit Ethernet ports, 4 SFP fiber ports and 1 Fast Ethernet port
Virtual interfaces (VLANS) 200

Scalability VPN clustering and load balancing

High availability Active/Active, Active/Standby

*Separately licensed feature; includes two with base system
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PRODUCT SPECIFICATIONS

Table 6 provides a comparison of the Cisco ASA 55330, 5520, 5540, and 5550 Adaptive Security faogles.

Table 6. Characteristics of Cisco ASA 5500 Series Adaptive Security Appliances
Cisco ASA 5505 Cisco ASA 5510 Cisco ASA 5520 Cisco ASA 5540 Cisco ASA 5550
Users/nodes 10, 50, or unlimited Unlimited Unlimited Unlimited Unlimited

Firewall throughput

Up to 150 Mbps

Up to 300 Mbps

Up to 450 Mbps

Up to 650 Mbps

Upto 1.2 Gbps

Concurrent threat

Not available

® Up to 150 Mbps with

® Up to 225 Mbps with

Up to 450 Mbps with

Not available

mitigation throughput AIP-SSM-10 AIP-SSM-10 AIP-SSM-20
(firewall + IPS services) ® Up to 300 Mbps with | ® Up to 375 Mbps with
AIP-SSM-20 AIP-SSM-20
3DES/AES VPN Up to 100 Mbps Up to 170 Mbps Up to 225 Mbps Up to 325 Mbps Up to 360 Mbps
throughput
IPSec VPN peers 10; 25* 250 750 5000 5000
SSL VPN peers* 2/25 2/250 2/750 2/2500 2/5000
(included/maximum)
Concurrent sessions 10,000; 25,000* 50,000; 130,000* 280,000 400,000 650,000
New sessions/second 3000 6000 9000 20,000 28,000

Integrated network
ports

8-port Fast Ethernet
switch (including 2 PoE

3 Fast Ethernet + 1
management port; 5 Fast

4 Gigabit Ethernet, 1
Fast Ethernet

4 Gigabit Ethernet, 1
Fast Ethernet

8 Gigabit Ethernet, 4
SFP Fiber, 1 Fast

ports) Ethernet ports * Ethernet
Virtual interfaces 3 (no trunking); 3 10; 25 * 100 200 200
(VLANS)
Security contexts 0/0 0/0 (Base); 2/5 (Security | 2/20 2/50 2/50

(included/maximum)

Plus)

High availability Not supported; stateless | Not supported; Active/Active and Active/Active and Active/Active and
Active/Standby* Active/Active and Active/Standby Active/Standby Active/Standby
Active/Standby*
Expansion slot 1, SSC 1, SSM 1, SSM 1, SSM 0
User-accessible flash 0 1 1 1 1
slot
USB 2.0 ports 3 (1 on front, 2 on rear) 2 2 2 2

Serial ports 1 RJ-45 console 2 RJ-45, console and 2 RJ-45, console and 2 RJ-45, console and 2 RJ-45, console and
auxiliary auxiliary auxiliary auxiliary

Rack-mountable Yes, with rack mount kit | Yes Yes Yes Yes
(available in the future)

Wall-mountable Yes, with wall mount kit No No No No
(available in the future)

Security lock slot (for 1 0 0 0 0

physical security)

Technical Specifications

Memory 256 MB 256 MB 512 MB 1024 MB 4096 MB

Minimum system flash 64 MB 64 MB 64 MB 64 MB 64 MB

System bus

Multibus architecture

Multibus architecture

Multibus architecture

Multibus architecture

Multibus architecture

Environmental Operating Ranges
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Operating

Temperature

32 to 104°F (0 to 40°C)

32 to 104°F (0 to 40°C)

Relative humidity

5 to 95 percent
noncondensing

5 to 95 percent noncondensing

Altitude 0 to 9840 ft (3000 m) 0 to 9840 ft (3000 m)

Shock 1.14 m/sec (45 in./sec) 1.14 m/sec (45 in./sec) 1/2 sine input
1/2 sine input

Vibration 0.41 Grms2 (3 to 500 0.41 Grms2 (3 to 500 Hz) random input
Hz) random input

Acoustic noise 0 dBa max 60 dBa max

Nonoperating

Temperature —13 to 158°F (25 to —13 to 158°F (25 to 70°C)

70°C)

Relative humidity

5 to 95 percent
noncondensing

5 to 95 percent noncondensing

Altitude 0to 15,000 ft (4570 m) | O to 15,000 ft (4570 m)

Shock 30G 30G

Vibration 0.41 Grms2 (3 to 500 0.41 Grms2 (3 to 500 Hz) random input
Hz) random input

Power

Input (per power supply)

Range line voltage

100 to 240 VAC

100 to 240 VAC

Normal line voltage 100 to 240 VAC 100 to 240 VAC

Current 1.8A 3A

Frequency 50/60 Hz 47/63 Hz, single phase
Output

Steady state 20W 150W

Maximum peak 96W 190w

Maximum heat 72 BTU/hr 648 BTU/hr

dissipation

Physical Specifications

Form factor Desktop 1 RU, 19-in. rack-mountable

Dimensions (H x W x
D)

1.75x7.89 x 6.87 in.

1.75x17.5x13.2in.

Weight (with power 4.01b (1.8 kg) 20.0 Ib (9.07 kg) 22.0Ib (10 kg)
supply)
Regulatory and Standards Compliance

Safety

UL 60950, CSA C22.2
No. 60950, EN 60950
IEC 60950,
AS/NZS60950

UL 1950, CSA C22.2 No. 950, EN 60950 IEC 60950, AS/NZS3260, TS001

Electromagnetic
compatibility (EMC)

CE marking, FCC Part
15 Class B, AS/NZS
3548 Class B, VCCI
Class B, EN55022 Class
B, CISPR22 Class B,
EN61000-3-2, EN61000-
3-3

CE marking, FCC Part 15 Class A, AS/NZS 3548 Class A, VCCI Class A, EN55022 Class A, CISPR22

Class A, EN61000-3-2, EN61000-3-3

Industry certifications

In process: ICSA
Firewall, ICSA IPSec,
Common Criteria EAL4

ICSA Firewall, ICSA IPSec, ICSA Gateway Anti-Virus (when paired with CSC-
SSM-10 or CSC-SSM-20), FIPS 140-2 Level 2, NEBS Level 3 In process:

Common Criteria EAL4+

In process: ICSA
Firewall, ICSA IPSec,
Common Criteria EAL4,
FIPS 140-2 Level 2
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*Available through an upgrade license

SECURITY SERVICES MODULES

The Cisco ASA 5500 Series brings a new level afgraited security performance to networks with iitisjue AIM services and
multiprocessor hardware architecture. This architecallows businesses to adapt and extend theg@gfbrmance security services
profile of the Cisco ASA 5500 Series. Customersaaah additional high-performance security serviggag security services modules
with dedicated security co-processors, and caroousailor flow-specific policies using a highly Rible policy framework. This adaptable
architecture enables businesses to deploy newigeservices when and where they are needed, siallding the broad range of
intrusion prevention and advanced anti-worm sesviteivered by the AIP SSM or the comprehensivevaia protection and anti-X
services enabled by the CSC SSM. Further, thetanthie allows Cisco to introduce new serviceddidress new threats, delivering
businesses outstanding investment protection oisco ASA 5500 Series.

Cisco ASA 5500 Series Advanced Inspection and Preve  ntion Module

The Cisco ASA 5500 Series AIP SSM is an inlinewaek-based solution that accurately identifiesssifies, and stops malicious traffic
before it affects business continuity. Using Ci&&A 5500 Series IPS software, the AIP SSM combinkse prevention services with
innovative technologies, resulting in total confide in the provided protection of the deployed $8ition, without the fear of legitimate
traffic being dropped. The AIP SSM also offers coefensive network protection through its uniquéditgtio collaborate with other
network security resources, providing a proactipraach to protecting the network. It uses accunditge prevention technologies that
provide unparalleled confidence to take preverdistion on a broader range of threats without tsle af dropping legitimate traffic.

These unique technologies offer intelligent, autmacontextual analysis of data and help ensatehilsinesses are getting the most out
of their intrusion prevention solutions. Furthereahe AIP SSM uses multivector threat identificatio protect the network from policy
violations, vulnerability exploitations, and anomas activity through detailed inspection of trafficLayers 2 through 7.

Table 7 details the two AIP SSM models that arélalvke, and their respective performance and playsicaracteristics.

Table 7. Characteristics of Cisco ASA 5500 Series AIP SSMs

Cisco ASA 5500 Series SSM-AIP-10 Cisco ASA 5500 Series SSM-AIP-20

Concurrent threat mitigation throughput (firewall + ® 150 Mbps with Cisco ASA 5510 ® 300 Mbps with Cisco ASA 5510
IPS services) ® 225 Mbps with Cisco ASA 5520 ® 375 Mbps with Cisco ASA 5520
® 450 Mbps with Cisco ASA 5540

Technical Specifications

Memory 1GB 2GB

Flash 256 MB 256 MB

Environmental Operating Ranges

Operating

Temperature 32 to 104°F (0 to 40°C)
Relative humidity 5 to 95 percent noncondensing
Nonoperating

Temperature —13 to 158°F (-25 to 70°C)
Power consumption 90W maximum

Physical Specifications

Dimensions (H x W x D) 1.70 x 6.80 x 11.00 in.
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Weight (with power supply)

3.00 Ib (1.36 kg)

Regulatory and Standards Compliance

Safety

UL 1950, CSA C22.2 No. 950, EN 60950 IEC 60950, AS/NZS3260, TS001

Electromagnetic compatibility (EMC)

CE marking, FCC Part 15 Class A, AS/NZS 3548 Class A, VCCI Class A, EN55022 Class A, CISPR22

Class A, EN61000-3-2, EN61000-3-3

CISCO ASA 5500 SERIES CONTENT SECURITY AND CONTROL MODULE

The Cisco ASA 5500 Series CSC SSM delivers inddstgling threat protection and content controhatlhternet edge, providing

comprehensive antivirus, anti-spyware, file blogkianti-spam, anti-phishing, URL blocking and filtgy, and content filtering—in an

easy-to-manage solution. The CSC SSM bolsters ism@SA 5500 Series’ strong security capabilit@®viding customers with

additional protection and control over the contfitheir business communications. The module pesiadditional flexibility and choice

over the functioning and deployment of Cisco ASABSeries appliances. Licensing options enableniggtions to customize the

features and capabilities to each group’s needh,features that include advanced content sergindsncreased user capacity. The CSC

SSM ships with a default feature set that provatgsvirus, anti-spyware, and file blocking servicasPlus license is available for each
CSC SSM at an additional charge, delivering cafisgsilsuch as anti-spam, anti-phishing, URL blogkamd filtering, and content control
services. Businesses can extend the user capétity €SC SSM by purchasing and installing addalarser licenses. A detailed listing

of these options is shown in the Table 8 and inGBE SSM data sheet.

Table 8.

Characteristics of Cisco ASA 5500 Series CSC SSMs

Cisco ASA 5500 Series CSC-SSM-10

Cisco ASA 5500 Series CSC-SSM-20

Supported platforms

® Cisco ASA 5510
® Cisco ASA 5520

® Cisco ASA 5510
® Cisco ASA 5520
® Cisco ASA 5540

Standard and Optional Features

Standard user license 50 users 500 users

Standard feature set Antivirus, anti-spyware, file blocking

Optional user upgrades (total users) ® 100 users ® 750 users
® 250 users ® 1000 users
® 500 users

Optional feature upgrades

Plus License—Adds anti-spam, anti-phishing, UR

L blocking and filtering, and content control

Technical Specifications

Memory

1GB

2GB

System flash

256 MB

256 MB

Environmental Operating Ranges

Operating

Temperature 32 to 104°F (0 to 40°C)

Relative humidity 10 to 90 percent, noncondensing
Nonoperating

Temperature —13 to 158°F (25 to 70°C)

Power consumption

90W maximum
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Physical Specifications

Dimensions (H x W x D)

1.70 x 6.80 x 11.00 in.

Weight (with power supply)

3.00 Ib (1.36 kg)

Regulatory and Standards Compliance

Safety

UL 1950, CSA C22.2 No. 950, EN 60950 IEC 60950, AS/NZS3260, TS001

Electromagnetic compatibility (EMC)

CE marking, FCC Part 15 Class A, AS/NZS 3548 Class A, VCCI Class A, EN55022 Class A, CISPR22 Class A,
EN61000-3-2, EN61000-3-3

Cisco ASA 5500 Series 4-Port Gigabit Ethernet Modul e

The Cisco ASA 4-Port Gigabit Ethernet SSM enablesriesses to better segment network traffic inpausge security zones, providing
more granular security for their network environtmdiese zones can range from the Internet toriateorporate departments/sites to
DMZs. This high-performance module supports bothpes and optical connection options by includingrf®0/100/1000 copper RJ-45
ports and four SFP ports. Businesses can choosedicopper or fiber connectivity for each of therfports, providing flexibility for
data center, campus, or enterprise edge conngdtivith a maximum of four ports in service concuthg). The module extends the 1/0
profile of the Cisco ASA 5500 Series to a totafieé Fast Ethernet and four Gigabit Ethernet portgshe Cisco ASA 5510, and eight
Gigabit Ethernet ports and one Fast Ethernet po@isco ASA 5520 and 5540 appliances (Table 9).

Table 9. Characteristics of Cisco ASA 5500 Series 4-Port Gigabit Ethernet SSM

Cisco ASA 5500 Series 4GE SSM

Technical Specifications

Integrated LAN ports

Four 10/100/1000BASE-T (RJ

Integrated SFP ports

Four (Gigabit Ethernet Optical SFP 1000BASE-SX or LX/LH transceiver supported)

Environmental Operating Ranges

Operating

Temperature

32 to 104°F (0 to 40°C)

Relative humidity

5 to 95 percent noncondensing

Nonoperating

Temperature

—13 to 158°F (-25 to 70°C)

Power consumption

25W maximum

Physical Specifications

Dimensions (H x W x D)

1.50 x 6.80 x 11.00 in.

Weight (with power supply)

2.00 Ib (0.91 kg)

Regulatory and Standards Compliance

Safety

UL 1950, CSA C22.2 No. 950, EN 60950 IEC 60950, AS/NZS3260, TS001

Electromagnetic compatibility (EMC)

CE marking, FCC Part 15 Class A, AS/NZS 3548 Class A, VCCI Class A, EN55022 Class A, CISPR22
Class A, EN61000-3-2, EN61000-3-3
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ORDERING INFORMATION

To place an order, visit theisco Ordering Home Pag&able 10 provides ordering information for the¢i ASA 5500 Series.

Table 10.  Ordering Information

Product Name

Part Number

Cisco ASA 5500 Series Firewall Edition Bundles

Cisco ASA 5505 10-User Bundle includes 8-port Fast Ethernet switch, 10 IPSec VPN peers, 2 SSL VPN peers, Triple
Data Encryption Standard/Advanced Encryption Standard (3DES/AES) license

ASA5505-BUN-K9

Cisco ASA 5505 10-User Bundle includes 8-port Fast Ethernet switch, 10 IPSec VPN peers, 2 SSL VPN peers, Data
Encryption Standard (DES) license

ASA5505-K8

Cisco ASA 5505 50-User Bundle includes 8-port Fast Ethernet switch, 10 IPSec VPN peers, 2 SSL VPN peers,
3DES/AES license

ASA5505-50-BUN-K9

Cisco ASA 5505 Unlimited-User Bundle includes 8-port Fast Ethernet switch, 10 IPSec VPN peers, 2 SSL VPN peers,
3DES/AES license

ASA5505-UL-BUN-K9

Cisco ASA 5505 Unlimited-User Security Plus Bundle includes 8-port Fast Ethernet switch, 25 IPSec VPN peers, 2
SSL VPN peers, DMZ, stateless Active/Standby high availability, SDES/AES license

ASA5505-SEC-BUN-K9

Cisco ASA 5510 Firewall Edition includes 3 Fast Ethernet interfaces, 250 IPSec VPN peers, 2 SSL VPN peers,
3DES/AES license

ASA5510-BUN-K9

Cisco ASA 5510 Firewall Edition includes 3 Fast Ethernet interfaces, 250 IPSec VPN peers, 2 SSL VPN peers, DES
license

ASA5510-K8

Cisco ASA 5510 Security Plus Firewall Edition includes 5 Fast Ethernet interfaces, 250 IPSec VPN peers, 2 SSL VPN
peers, Active/Standby high availability, 3DES/AES license

ASA5510-SEC-BUN-K9

Cisco ASA 5520 Firewall Edition includes 4 Gigabit Ethernet interfaces + 1 Fast Ethernet interface, 750 IPSec VPN
peers, 2 SSL VPN peers, Active/Active and Active/Standby high availability, SDES/AES license

ASA5520-BUN-K9

Cisco ASA 5520 Firewall Edition includes 4 Gigabit Ethernet interfaces + 1 Fast Ethernet interface, 750 IPSec VPN
peers, 2 SSL VPN peers, Active/Active and Active/Standby high availability, DES license

ASA5520-K8

Cisco ASA 5540 Firewall Edition includes 4 Gigabit Ethernet interfaces + 1 Fast Ethernet interface, 5000 IPSec VPN
peers, 2 SSL VPN peers, 3DES/AES license

ASA5540-BUN-K9

Cisco ASA 5540 Firewall Edition includes 4 Gigabit Ethernet interfaces + 1 Fast Ethernet interface, 5000 IPSec VPN
peers, 2 SSL VPN peers, DES license

ASA5540-K8

Cisco ASA 5550 Firewall Edition includes 8 Gigabit Ethernet interfaces + 1 Fast Ethernet interface, 4 Gigabit SFP
interfaces, 5000 IPSec VPN peers, 2 SSL VPN peers, 3DES/AES license

ASA5550-BUN-K9

Cisco ASA 5550 Firewall Edition includes 8 Gigabit Ethernet interfaces + 1 Fast Ethernet interface, 4 Gigabit SFP
interfaces, 5000 IPSec VPN peers, 2 SSL VPN peers, DES license

ASA5550-K8

Cisco ASA 5500 Series IPS Edition Bundles

Cisco ASA 5510 IPS Edition includes AIP-SSM-10, firewall services, 250 IPSec VPN peers, 2 SSL VPN peers, 3 Fast
Ethernet interfaces

ASA5510-AIP10-K9

Cisco ASA 5520 IPS Edition includes AIP-SSM-10, firewall services, 750 IPSec VPN peers, 2 SSL VPN peers, 4
Gigabit Ethernet interfaces, 1 Fast Ethernet interface

ASA5520-AIP10-K9

Cisco ASA 5520 IPS Edition includes AIP-SSM-20, firewall services, 750 IPSec VPN peers, 2 SSL VPN peers, 4
Gigabit Ethernet interfaces, 1 Fast Ethernet interface

ASA5520-AIP20-K9

Cisco ASA 5540 IPS Edition includes AIP-SSM-20 module, Firewall services, 5000 IPSec VPN peers, 2 SSL VPN
peers, 4 Gigabit Ethernet interfaces, 1 Fast Ethernet interface

ASA5540-AIP20-K9

Cisco ASA 5500 Series Anti-X Edition Bundles

Cisco ASA 5510 Anti-X Edition includes CSC-SSM-10, 50-user antivirus/anti-spyware with 1-year subscription, firewall
services, 250 IPSec VPN peers, 2 SSL VPN peers, 3 Fast Ethernet interfaces

ASA5510-CSC10-K9

Cisco ASA 5510 Anti-X Edition includes CSC-SSM-20, 500-user antivirus/anti-spyware with 1-year subscription,
firewall services, 250 IPSec VPN peers, 2 SSL VPN peers, 3 Fast Ethernet interfaces

ASA5510-CSC20-K9

Cisco ASA 5520 Anti-X Edition includes CSC-SSM-10, 50-user antivirus/anti-spyware with 1-year subscription, firewall
services, 750 IPSec VPN peers, 2 SSL VPN peers, 4 Gigabit Ethernet interfaces, 1 Fast Ethernet interface

ASA5520-CSC10-K9

Cisco ASA 5520 Anti-X Edition includes CSC-SSM-20, 500-user antivirus/anti-spyware with 1-year subscription,
firewall services, 750 IPSec VPN peers, 2 SSL VPN peers, 4 Gigabit Ethernet interfaces, 1 Fast Ethernet interface

ASA5520-CSC20-K9
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Cisco ASA 5500 Series VPN Edition Bundles

Cisco ASA 5505 VPN Edition includes 10 IPSec VPN peers, 10 SSL VPN peers, firewall services, 8-port Fast
Ethernet switch

ASA5505-SSL10-K9

Cisco ASA 5505 VPN Edition includes 25 IPSec VPN peers, 25 SSL VPN peers, firewall services, 8-port Fast
Ethernet switch, Security Plus license

ASA5505-SSL25-K9

Cisco ASA 5510 VPN Edition includes 250 IPSec VPN peers, 50 SSL VPN peers, firewall services, 3 Fast Ethernet
interfaces

ASA5510-SSL50-K9

Cisco ASA 5510 VPN Edition includes 250 IPSec VPN peers, 100 SSL VPN 100 peers, firewall services, 3 Fast
Ethernet interfaces

ASA5510-SSL100-K9

Cisco ASA 5510 VPN Edition includes 250 IPSec VPN peers, 250 SSL VPN peers, firewall services, 3 Fast Ethernet
interfaces

ASA5510-SSL250-K9

Cisco ASA 5520 VPN Edition includes 750 IPSec VPN peers, 500 SSL VPN peers, firewall services, 4 Gigabit
Ethernet interfaces, 1 Fast Ethernet interface

ASA5520-SSL500-K9

Cisco ASA 5540 VPN Edition includes 5000 IPSec VPN peers, 1000 SSL VPN peers, firewall services, 4 Gigabit
Ethernet interfaces, 1 Fast Ethernet interface

ASA5540-SSL1000-K9

Cisco ASA 5540 VPN Edition includes 5000 IPSec VPN peers, 2500 SSL VPN peers, firewall services, 4 Gigabit
Ethernet interfaces, 1 Fast Ethernet interface

ASA5540-SSL2500-K9

Cisco ASA 5550 VPN Edition includes 5000 IPSec VPN peers, 2500 SSL VPN peers, firewall services, 8 Gigabit
Ethernet interfaces, 1 Fast Ethernet interface

ASA5550-SSL2500-K9

Cisco ASA 5550 VPN Edition includes 5000 IPSec VPN peers, 5000 SSL VPN peers, firewall services, 8 Gigabit
Ethernet interfaces, 1 Fast Ethernet interface

ASA5550-SSL5000-K9

Security Services Modules

Cisco ASA Advanced Inspection and Prevention Security Services Module 10

ASA-SSM-AIP-10-K9=

Cisco ASA Advanced Inspection and Prevention Security Services Module 20

ASA-SSM-AIP-20-K9=

Cisco ASA Content Security and Control Security Services Module 10 with 50-user antivirus/anti-spyware, 1-year
subscription

ASA-SSM-CSC-10-K9=

Cisco ASA Content Security and Control Security Services Module 20 with 500-user antivirus/anti-spyware, 1-year
subscription

ASA-SSM-CSC-20-K9=

Cisco ASA 4-Port Gigabit Ethernet Security Services Module

SSM-4GE=

Cisco ASA 5500 Series Software

Cisco ASA Software one-time upgrade for nonsupport customers

ASA-SW-UPGRADE=

Cisco ASA 5500 Series Accessories

Cisco ASA 5500 Series compact flash, 256 MB

ASA5500-CF-256MB=

Cisco ASA 5500 Series compact flash, 512 MB

ASA5500-CF-512MB=

Cisco ASA 180W AC power supply

ASA-180W-PWR-AC=

Gigabit Ethernet optical SFP connector, 1000BASE-SX short-wavelength transceiver

GLC-SX-MM=

Gigabit Ethernet optical SFP connector, 1000BASE-LX/LH long-wavelength/long-haul transceiver

GLC-LH-SM=

TO DOWNLOAD THE SOFTWARE

Visit the Cisco Software Centdéo download Cisco ASA Software.

SERVICE AND SUPPORT

Cisco offers a wide range of services programstelarate customer success. These innovative sempiograms are delivered through a
unique combination of people, processes, tools pamnghers, resulting in high levels of customeisfattion. Cisco services help you to
protect your network investment, optimize netwopleations, and prepare your network for new aptitina to extend network
intelligence and the power of your business. Foreniaformation about Cisco services, vi8isco Technical Support ServicesCisco
Advanced Services-or services specific to IPS features delivergdgithe AIP SSM, visi€Cisco Services for IPS
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FOR MORE INFORMATION

For more information, please visit the followingKs:

e Cisco ASA 5500 Series Adaptive Security Appliartoip://www.cisco.com/go/asa

e Cisco Adaptive Security Device Managbttp://www.cisco.com/go/asdm
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